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Introduction

Most Americans do not think much about how property rights affect them in their daily
lives. If they consider the subject at all, they are likely to be more aware of the monetary value of
private property than intellectual property (IP). People will protect their valuables at home and
work by locking their doors and installing security systems, and they usually have a good idea of
how much their business, home, car, and investments are worth.

But few people realize that nearly every product they use is the result of someone’s idea,
or IP; nor are they likely to know the value of IP to the economy. And it is even more unlikely
that they understand the impact of IP theft on either the creative process or the tens of millions of
ordinary Americans who participate in that process.

A Brief History of Intellectual Property Protection

During medieval times guilds, associations, or artisans were granted authority by the
government to control the regulation and conduct of various industries.! In England, personal
property and IP were traditionally viewed as distinct subjects with different origins. Personal or
tangible property was viewed as “a creature of common law,” whereas copyrights and other IP
were considered “largely a creature of statute.”

The 1623 Statute of Monopolies provided for the exclusive control over an invention for a
period of 14 years to the “true and first inventor.”® The Statute of Anne in 1710 granted an initial
14-year protection period with a possible 14-year renewal for protection of IP rights.*

In the United States, following the Revolutionary War every state had its own patent law,
and every state except Delaware had its own copyright law.’> The protection and promotion of IP
was so important to the Founding Fathers that they included it in the General Welfare Clause,
Atrticle 1, Section 8 of the U.S. Constitution:

To promote the Progress of Science and useful Arts, by securing for limited Times
to Authors and Inventors the exclusive Right to their respective Writings and
Discoveries.®

Unlike IP, personal property is protected under the Fourth and Fifth Amendments, not in
the Constitution itself. During the First Congress, H.R. 43, the Copyright Act of 1790, was enacted
and signed into law on May 31, 1790 by President George Washington. As one of the first laws
enacted by Congress, the legislation provided copyright protection for books, maps, and charts and
established both the U.S. Copyright Office and the U.S. Patent and Trademark Office (PTO).
These agencies were tasked with cataloguing, analyzing, and protecting IP rights.

Musical compositions were not mentioned in the text of the act and would not be expressly
covered by copyright until the Copyright Act of 1831. However, they were routinely registered
under the 1790 Act and categorized as “books.””

Unlike the PTO, there is no “Office of Personal Property” or a “Department of Personal
Property.” In fact, Article 5 states that private property can be taken for public use with just
compensation. Although the government can exercise eminent domain over private property under
such circumstances, it has no similar right to take away IP.

The legal protection of IP has enormous value. It turns intangible assets into exclusive
property that can be traded in the marketplace. A March 2012 report by the U.S. Department of
Commerce Economics and Statistics Administration and the PTO found that direct employment



in the most IP-intensive industries in the U.S. accounted for 27.1 million jobs in 2010, and indirect
activities associated with those industries provided an additional 12.9 million jobs for a total of 40
million jobs, or 27.7 percent of all jobs in the economy.®

In a comparative study on the value of IP, economists Kevin A. Hassett and Robert J.
Shapiro estimated that “innovation in its various forms accounts for 30-40 percent of the gains in
growth and productivity by the American economy during the 20" century.”® The study further
found that the value of IP in the U.S. was between $5 trillion and $5.5 trillion in 2005.!° By
comparison, in 2010 that value had increased to between $8.1 trillion and $9.2 trillion, or the
equivalent of 55-62.5 percent of U.S. GDP.!!

In 2010, the value of IP comprised approximately 80 percent of a company’s total assets
based on the Standard & Poor’s 500 Index.'? This compares to the 1975 value of intangible assets
comprising only 17 percent as IP, with the remaining 83 percent found in physical and financial
assets.'

Internationally, some governments have been developing policies that threaten IP. The
creative process will suffer as a result of such policies, because individuals and companies will not
be willing to spend as much time or money on new IP if they believe the fruits of their labor will
be taken away without sufficient — or any — compensation.

In a 2007 CAGW report entitled “Property Rights in the 21st Century: Don’t Steal This
Paper or My Ideas,” one of this report’s co-authors examined four “myths and reality” surrounding
the definition and use of [P. These premises hold true today.

Four Intellectual Property Myths

1. Myth: The price of information and ideas should be zero because products should be priced
at marginal cost.

Reality: Economists reject marginal cost pricing because such policies destroy investment.

2. Myth: Intellectual property rights result in information and ideas being “locked down” by
their owners.

Reality: The creators of art, books, movies, and inventions want their creations to reach as
many people as possible, so long as they are compensated.

3. Myth: Intellectual property rights are monopolies that give their owners too much economic
power.

Reality: Patents or copyrights support competition by encouraging inventors and creators to
enter new markets; [P gives its owners no more economic power than any other asset.

4. Myth: Intellectual property rights benefit big firms at the expense of “the little guy.”

Reality: Patents are often the best protection that a small inventor has against large firms;
copyright benefits creative ventures of many sizes, from solo musicians to big studios.




Strong protection of IP provides real benefits. Consider the following American inventions
and whether they would have come about in a climate of weak IP protection:

e The telegraph in 1835

e The phonograph in 1877

e The light bulb in 18806

Air conditioning in 19027

The television in 19278

The point contact transistor in 1947-1948'°
Marshmallow Peeps in 19522°

Magnetic tape cartridges in 1964

The cell phone in 1973%2

The microprocessor in 19732

The value of these and future inventions relies on strong IP protection. This report will
review copyright, trademark, and patent issues, as well as ongoing threats to IP protections from
piracy, counterfeiting, and illegal sharing online.

Many individuals who buy a fake Gucci bag on the corner or illegally download a TV
show, movie, or music, share the view of Hana Beshera, one of the founders of NinjaVideo, who
served 16 months in prison for violating copyright laws. Even after she got out of jail, Beshera
still believed that “the movie business is so large that skimming a little off the top doesn’t hurt
anybody.”?* P theft is wrong at every level; its impact affects everyone associated with the
creative process. Indeed, with more than 40 million Americans directly or indirectly working in
an [P-related industry, one of the victims of IP theft might well be personally known to the
perpetrator.

The importance of protecting IP rights cannot be overemphasized. The right to retain legal
possession of, and benefit financially from, IP is constantly being threatened. The intent of this
publication is to help educate the public about the value and importance of IP, the impact on
individuals and the economy from the theft of IP, and how IP helps innovation flourish and
economies around the world thrive.



Chapter 6 — Electronics, Software, and National Security: Pulling the Plug on
Phony Parts

Consumers want the latest product, the coolest device, and the biggest screen at the lowest
possible price. Sometimes their desire for these devices is so intense that fights break out in stores
during the first day the product is available for sale. Others patiently wait until the frenzy dies
down before they make the purchase.

There is another, less obvious category of “consumers”: individuals who obtain counterfeit
versions of a hot new product before it is released for sale to the public.

In July 2014, during the buildup to the release of Apple’s iPhone 6 and 6 plus, several
cloned or counterfeit versions became available through various websites.?®® The fakes were based
on speculation of what the newest iPhone would look like, and the purchasers typically were
individuals who wanted to appear to have the latest tech device before the real deal was
available.?® While the fake iPhone 6 looked like a genuine iPhone, the similarity stopped there.
The cloned versions ran on different operating systems, including Android.?"®

While the release date of the two new phones was kept confidential by Apple, it turned out
that the counterfeit phones were available two months before sales of the real phones began on
September 19, 2014.2”" More than 10 million of those devices were sold during the first weekend
they were available.?’?

Counterfeiters have targeted and manufactured other valuable products. On September 30,
2014, two men pleaded guilty to conspiracy to commit computer fraud and copyright infringement.
One of the charges was manufacturing and selling a counterfeit Xbox One gaming system before
it was officially released. Prosecutors alleged that the men stole more than $100 million in IP and
proprietary information relating to the Xbox One and the Xbox Live gaming systems. The men
had obtained much of this information through a U.S. Army computer system, targeting Microsoft
and several video game developers in order to illegally obtain gaming information and other IP
and trade secrets.?’?

While the theft of software and electronics has clear financial consequences, the use of
counterfeit products can also be deadly. In July 2013, a woman in China died when she answered
a call using her iPhone 4. Her phone was connected to a third-party charger and she was
electrocuted when the call came through.?’* Even though Apple was not at fault, the company
responded to the problem in August 2013 by offering a worldwide USB power adapter trade-in of
third-party chargers that might not be “designed properly ... resulting in safety issues.”?’

Unfortunately, that did not prevent the continued sale of counterfeit phone accessories. In
June 2014, a woman died of electrocution in Sydney, Australia. She was found with burns on her
chest and ears, wearing headphones while holding her laptop. Officials believe that her death was
linked to an unbranded phone charger purchased at a phone accessories kiosk.?”®

Counterfeit cell phone chargers are not the only potentially lethal electronic products. As
noted in chapter 1, on May 13, 2013, ABC 7 News in Chicago covered a raid on a Los Angeles
store selling counterfeit goods.?’”” The news story included an interview with UL experts, who
demonstrated the fire hazards of bogus extension cords. The experts said that counterfeit products
could be in anything in homes from toasters to wall outlets, with the potential to cause damage or
injury.?’

There is nothing like a warm fire during the holiday season, but flames shouldn’t be
shooting out from holiday decorations. According to the Home Safety Council, lights on
Christmas trees account for an average of 240 fires each year.?’” The fires can be caused by the
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lights themselves or by fake extension cords, which can easily be overloaded. The Electrical
Safety Foundation International found that 72 percent of individuals are likely to use at least one
extension cord for their decorations, and 33 percent of those individuals are unlikely to check for
a certification mark such as UL.?%

In addition to consumers being duped by counterfeit electronics, fake parts have entered
into the federal government’s supply chain. In one of its earliest reports on this problem in October
1990, GAO found that nonconforming parts (including counterfeit parts), such as fasteners, pipe
fittings, electrical equipment, and valves were being installed in nuclear power plants. GAO
reported that “5 years after DOD had identified certain vendors as suspect, utilities installed steel
from these companies in safety systems designed to prevent or mitigate an accident at a nuclear
plant. NRC warned utilities about these vendors only after they were indicted for selling non-
conforming products.”?®!

GAO noted that six federal agencies were planning to create a system to exchange
information relating to nonconforming products and develop a clearinghouse for sharing critical
information relating to vendors of these goods. GAO recommended that the Office of
Management and Budget (OMB) develop an action plan to implement the strategy developed by
these six agencies, as well as a computerized tracking system that would provide federal agencies
with access to the information.?%?

In January 2010, the Department of Commerce, one of the six agencies involved in the
proposed information exchange, released a report on a study the agency conducted from 2005 to
2008 evaluating the prevalence of counterfeit electronics in the defense industrial base. The
analysis found “that 39 percent of companies and organizations participating in the survey
encountered counterfeit electronics during the four-year period. Moreover, information collected
highlighted an increasing number of counterfeit incidents being detected, rising from 3,868
incidents in 2005 to 9,356 incidents in 2008.”%%3

On June 24, 2011, GAO issued a report on the joint plan developed by the National
Aeronautics and Space Administration and DOD to stop counterfeit parts from entering the supply
chain for space and missile defense systems through a set of standards requiring contractors to
prevent and detect counterfeit parts and materials. GAO noted that, despite these efforts,
protecting the supply chain remains problematic due to “broader acquisition management
problems, workforce gaps, diffuse leadership in the national security space community, the
government’s decreasing influence on the overall electronic parts market, and an increase in
counterfeiting of electronic parts.”?%*

On February 21, 2012, GAO released the results of a study it conducted focused solely on
bogus parts entering the DOD supply chain. GAO created a fictitious company to request quotes
from numerous vendors in an effort to purchase 16 parts in three categories: “1) authentic part
numbers for obsolete and rare parts; 2) authentic part numbers with postproduction date codes
(date code after the last date the part was manufactured; and, 3) bogus, or fictitious, part numbers
that are not associated with any authentic parts.”?®> All 12 of the parts that GAO received under
the first two criteria were suspect or counterfeit, even though the part numbers used in the request
were authentic. The last four parts were ordered with invalid part numbers and were also
counterfeit.”%6

On May 12, 2012, the Senate Armed Services Committee released a report on counterfeit
electronic parts in the DOD supply chain. The committee found that China is the primary source
for counterfeit goods, accounting for more than 80 percent of seizures in fiscal year 2011; other
sources include India and Turkey. 2%
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Some of the fake parts provided to DOD are made from electronic waste sent from the U.S.
to other countries. The e-waste is disassembled by hand, washed in rivers, and dried on city
sidewalks. The parts are then sanded down to remove part numbers, rebranded, and recoated to
disguise their origins. The report stated: “Counterfeit electronic parts pose a significant risk to
the performance of defense systems. Even if counterfeits made from previously used parts and
salvaged from e-waste may initially perform, there is no way to predict how well they will perform,
how long they will last, and the full impact of failure.”?®

After the committee released its findings, Senator John McCain (R-Ariz.) said, “We can’t
tolerate the risk of a ballistic missile interceptor failing to hit its target, a helicopter pilot unable to
fire his missiles, or any other mission failure because of a counterfeit part.”?%’

One way to avoid purchasing counterfeit parts is to implement better methods of detection.
For example, DOD is embedding plant DNA into microchips to confirm their authenticity.?’® As
required by the National Defense Authorization Act for Fiscal Year 2012, DOD has proposed new
rules that would require all contractors to report to the DOD Office of Inspector General any
suspected counterfeit or defective parts in the supply chain.?"

In addition to the fake parts at DOD, dangerous counterfeit products include “jet engines,
bridge joints, and fasteners in areas of nuclear facilities responsible for preventing the meltdown
of the reactor itself.”>? 1In 2011, an automotive industry working group identified safety and
liability exposure as a concern for companies that inadvertently install counterfeit parts purchased
through legitimate commerce avenues. The group cited industry experts who said “the real
problem ... is that the government does little to police the importation of counterfeit auto parts
into this country.”?

On October 10, 2012, the National Highway Traffic Safety Administration (NHTSA)
issued an advisory urging vehicle owners and auto repair shops to use only certified, original
equipment replacement airbags for vehicle repairs. Although NHTSA had not identified any
deaths or injuries caused by non-certified airbags, the agency’s test of counterfeit airbags found
that they did not deploy properly or propelled metallic shrapnel into the passenger cabin upon
deployment.***

The manufacture of counterfeit products can sometimes be traced to organized crime and
other nefarious operations. In March 2009, law enforcement officers raided a home in Los Reyes,
Michoacan, in Mexico. They found 50 machines used to copy CDs and make counterfeit software,
including fake versions of Microsoft Office products and Xbox video games. It was believed that
the individuals in the home were part of a counterfeit software ring being run by La Familia, a
Mexican drug cartel and organized crime syndicate.?*>

Both businesses and individuals purchase software and electronics on thousands of
websites, but more individuals than businesses buy games. It is a common misperception that,
when a game is no longer available in stores, it is not illegal to copy and sell it online; however,
copyright protection for works owned by corporations, including gaming software, lasts for 95
years from the year the work was first published.>”® The Entertainment Software Association
estimates that piracy costs the industry millions of dollars every year.?’

Software counterfeiting has become so sophisticated that many businesses have difficulty
determining whether the products they have purchased are genuine. A 2009 study conducted by
IDC on behalf of Microsoft found that 37 percent of the midsize businesses surveyed were using
some counterfeit software and had spent an average of $10,222 on these purchases.?*®

When an individual or organization purchases software, the product comes with a specific
number of licenses. For example, a small business may purchase a copy of Adobe Paint Shop Pro
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to edit photos for use in generating buttons, T-shirt designs, advertising, and web designs. There
are several individuals involved in each of these processes who use the software.

Because there are many users, the company must purchase multiple licenses to be in
compliance with the end user agreement. This is a legal obligation of every purchaser regardless
of its size, from the smallest business to the largest company and government agency. However,
if an inventory of license use is not maintained and kept current, it is almost impossible to
determine whether the organization has enough licenses or too many licenses and, therefore,
whether it is in compliance with software licensing agreements.

The first President to understand that the overuse and underuse of software licenses could
be a problem for federal agencies was Bill Clinton. On October 5, 1998, he issued Executive Order
(EO) 13103, which included a requirement that agencies track their software assets as part of their
responsibility to prevent and combat software piracy. Each federal agency was tasked with
providing an inventory of existing software, determining which software they had the authorization
to use, and creating and maintaining satisfactory recordkeeping systems.>’

As one might unfortunately expect from the federal government, EO 13103 has not been
followed all that well. On August 11, 2006, the Secretary of Veterans Affairs (VA) announced
the award of a contract for 300,000 encryption software licenses to protect the information stored
on the department’s laptops and other computing devices, with installation expected to be
completed four weeks later.>® Those expectations were never met.

On October 11, 2012, the VA Office of Inspector General (IG) issued its findings on the
deployment of the encryption software licenses.*”! In addition to the original purchase of 300,000
encryption software licenses, the department purchased another 100,000 licenses in April
2011. The IG found that VA failed to use 335,000 of the 400,000 licenses purchased, totaling
about $5.1 million of the $5.9 million spent. The non-deployment was a result of: 1) the agency
failing to test the software for compatibility with existing systems prior to purchase; 2) an
insufficient allocation of human resources to install the software; and, 3) insufficient monitoring
of the project to ensure it was on track.’"

The VA is, of course, not the only agency that can’t keep track of its software. On June
25, 2013, the Treasury Inspector General for Tax Administration (TIGTA) released a report on
software license management at the Internal Revenue Service (IRS). According to the report, the
IRS spent $235 million on software licenses in 2011 without an appropriate accounting of its
existing software assets. For example, 21 of the 27 software products reviewed did not have
unlimited software licenses and six had more than one license deployment record.?%

The mishmash of software inventory records led to some licenses being either overused or
underused, including eight software products that were not used in a cost-effective manner because
the agency deployed significantly fewer licenses than it had purchased. For three software
products, the IRS deployed more licenses than it had purchased.>**

TIGTA recommended that the IRS implement a specialized software license tool designed
to discover, track, and manage software license deployment and usage. Other recommendations
included development of an inventory of software licensing data and maintenance of inventory
with a special software license tool designed to discover, track, and manage software license
deployment and usage.*%

The IRS’s response to TIGTA’s recommendations was that no such system existed;
therefore, the agency would have to create its own software inventory tool to manage software
license deployment and usage.>*® However, sophisticated software asset management tools exist
in the private sector to perform the functions that TIGTA recommended to the IRS. A simple
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online search reveals numerous companies offering these programs and services, including
Aspera,’”” BMS Software,*?® Eracent,**” Flexera Software,?!’ Microsoft,*!! and Snow Software.*!'?

GAO has issued several reports regarding software asset management. In its September
23, 2014 report, GAO said, “effective management of software licenses can help organizations
avoid purchasing too many licenses that result in unused software. In addition, effective
management can help avoid purchasing too few licenses, which results in noncompliance with
license terms and may cause the imposition of additional fees.”*!?

Because EO 13103 and GAO’s recommendations have not been complied with, Congress
has taken steps to require agencies to perform inventories of their software assets and implement
software asset management processes. Provisions to improve the use and tracking of software
licenses have been included in a bill intended to modernize information technology (IT) acquisition
and management across the federal government, as well as in the FY 2014 and 2015 DOD
authorization acts.

On February 25, 2013, the House of Representatives passed H.R. 1232, the Federal
Information Technology Acquisition Reform Act (FITARA). The bill includes a provision that
would require the OMB director to develop a plan for conducting a government-wide inventory of
IT assets, including software assets, and calls for a review of all existing software licenses on an
application-by-application basis, including duplicative, unused, overused, and underused
licenses.’!* Similar language was included in the National Defense Authorization Act for Fiscal
Year 2014, which required DOD to conduct an inventory of its software and other IT assets. The
House-passed version of the National Defense Authorization Act for Fiscal Year 2015 (H.R. 4435)
included an amendment that incorporated FITARA.?!> However, it is not clear if the final
legislation will include such language because the Senate version of the bill did not contain all of
FITARA.

The protection of software copyrights and licensing is critical to maintaining the integrity
of digital commerce in the U.S. Federal agencies must appropriately deploy and use software
assets through the use of existing software asset management tools in order to both be respectful
of IP and help prevent piracy. Until this occurs across the federal government, millions of dollar
will be wasted by purchasing either too many or not enough software licenses.

Both government agencies and private sector companies must be wary of counterfeit parts
and help prevent them from entering the supply chain. Consumers should understand that giving
off the appearance of having the newest device on the market can have both financial and physical
consequences. These products provide a false sense of security, until that aura is broken by a
frayed wire, a faulty airbag, or a bad component in a critical weapons system.
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Conclusion

IP rights have been paramount since the Republic was established. As James Madison
noted in “Federalist Paper 43,” referring to the authority to promote science and the arts by
providing exclusive rights to authors’ and inventors’ writings and discoveries (which became
Article I, Section 8 of the Constitution):

The utility of this power will scarcely be questioned. The copyright of authors has
been solemnly adjudged in Great Britain to be a right of common law. The right to
useful inventions seems with equal reason to belong to inventors. The public good
fully coincides in both cases with the claims of individuals. The States cannot
separately make effectual provision for either of the cases, and most of them have
anticipated the decision of this point by laws passed at the instance of Congress.>!¢

The Founding Fathers understood that by protecting the individual rights of artists, authors,
entrepreneurs, innovators, and inventors, they were promoting the greater public welfare. These
fundamental privileges remain essential to ensure that I[P will continue to have a substantial,
positive impact on everyone’s life.

Patent holders need strong enforcement of IP laws in the U.S. and by its trading partners.
New initiatives to license underutilized patents will increase the availability of hundreds of
inventions while reducing the amount of patent litigation. Consumers must have assurances that
they are buying safe and effective products that will not cause them harm, and taxpayers need to
know that the government is not using fake parts in its weapons systems.

However, there are headwinds to the protection of IP rights. The Internet has spawned a
new wave of [P piracy that includes counterfeit drugs being sold on fake pharmaceutical websites
and music and videos being illegally downloaded from file sharing or torrent sites. Stealing IP
and distributing it without just compensation to its creator has a far-reaching negative impact on
the next independent filmmaker, struggling garage band, or young author.

The theft of trademarks creates confusion for consumers who believe they are purchasing
specific brand name goods, only to find that the items are mislabeled, counterfeit, or even deadly.
Some governments have passed laws that essentially strip trademarks from certain goods, in order
to support social goals or policies. Other governments enforce antitrust laws or weaken IP laws to
allow their domestic businesses to make a profit from the ideas and sweat of others. If more
countries develop policies that threaten IP, there will be less incentive to invest in technology,
research, and development, and the global economy will suffer.

Despite these barriers to IP rights, there are many countries that understand and promote
the importance of IP for economic growth. As Great Britain’s ITV Director of Policy and
Regulatory Affairs Magnus Brooke said, “A strong IP regime is an engine of growth, NOT a
barrier.”!”

Keeping this engine running smoothly, using the recommendations and concepts contained
in this report and similar sources, will help the global economy continue to grow. In the U.S.
alone, IP-related industries provide more than 40 million jobs*'® and account for between 55 and
62.6 percent of GDP.*>!” Without the innovation propelled by IP, the global economy would be on
a slow (or slower, in current circumstances) train going nowhere.

Everyone benefits from IP. If the Founding Fathers had not recognized its importance, the
light bulb, the telephone, the cell phone, and the microchip might never have been invented. Strong
IP protection is fundamental to keeping the engine of ingenuity on track for generations to come.
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